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CaenacrBeHHBbIM ynpaBJjeHuneM pa3paodorana Ilamarka nius
poauTeJieil u netell «be3onacHbIl HHTEPHET»

[NonesHbill U bezonacHbIl
UHMepHem

VBaxaemble pomutenu! Ecmu Bamm pgetu monb3yiorcs WutepHerom, Bbi, 6e3 comHeHwus,
OecrokouTech O TOM, Kak yOepeub MX OT HENpPHUSATHOCTEH, KOTOpble MOTYT TIOJICTEpPeratb BO
«BCEMMPHOW MayTUHE». 3HAYUTEJbHOE paclpoCTpaHEeHHEe MATepUAVIOB, MpeJHA3HAYEHHbIX TOJbKO
IJIS. B3POCJIBIX WM HEMPUEMJIEMBIX JUIS JeTel MO KaKOW-JMOO JIpyrod MpUYMHE, MOXET JIerKO
MPUBECTU K HETATUBHBIM MOCJIE/ICTBUSIM.

B Hacrosiee Bpems CHTyallusl CKJIaIbIBAETCS TAKMM 00pa30M, UTO KaKIblii peOSHOK, BHIXOISAIINN B
WHTEpHEeT, MOXET MPOCMaTpUBaTh JIIOOble MaTepUaibl. A 3TO Hacwiue, MOpHOrpadusi, CTPAHUIIb,
MOJTAIKUBAIOIIUE MOJIO/IEKb K cCaMOyOUICTBaM, aHHOpPeKCHHU (OTKa3 OT MpuemMa IMUIn), yOuncTBam,
CTpaHMIIbl C HAIMOHAJIMCTUYECKOW, 3SKCTPEMUCTCKOW M OTKPOBEHHO (DAIIMCTCKON WAEONorueit u
MHoOroe Jipyroe. Yacto ObIBaeT Tak, YTO MPOCMOTP TaKOW MH(MOPMAIIUH JaKe He 3aBUCHT OT peOeHKa,
Be/lb HA MHOTMX CalTaX OTOOPa)XaloTCsl «BCIUIBIBAIOIINE OKHA», COJEpKAIlUe HETaTUBHYIO IS
HECOBEPIIEHHOJETHUX UH(OPMALIMIO, Yallle BCEro MOPHOrpapuueckoro coiepkaHusl.

Kpome TOro, B cetm Hepeako BCTPEYAIOTCS JIOAW, KOTOPBIE MBITAIOTCS ¢ MoMoliblo VHTepHeTa
BCTYIaTh B KOHTAKT C JIETbMH, Tpeclie/lysl ONAacHble WIM MPOTHBONpPABHBIC [UIsI PeOCHKA IIEIH.
3JIOyMBIIIJICHHUKA KCTOJB3YIOT 9TH KaHAJIBl I TOrO, YTOOBI 3aCTaBUTh JeTed BbIAATh JIMYHYIO
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nH(popMalMio, BOBJEYb HECOBEPIIEHHOJETHUX B COBEpIICHHE aCOIMAJIbHBIX U TMPECTYITHBIX
TIEVCTBUM.

Mepbl MMpEaOCTOPOKHOCTH UJIN YTO HY’)KHO ITOMHUTL POAUTECIIAM

- Ui TOTO, 4TOOBI MpeAocTepedb peOeHKa OT HEeraTMBHOTO BO3neicTBHs VHTepHeTa, 0ObsICHUTE
AeTsM nmpuHIMI padoThl cetu. Hayuute pedenka monb3oBathest monckom B MutepHere. [lokaxure,
KaK HCIOJIb30BaTh Pa3jIMYHbIe MOMCKOBBIE CUCTEMbI, B TOM YHCJIe AETCKHe, /ISl OCYIIECTBICHUS
MOMCKA TTO3HABATEIFHOM 1 Pa3BUBAIOIIEH /T peOeHKa MH(OPMAITUH.

- pe6eHOK OOJKEH IOHUMMATh W IIOMHUTH: HAXOXKICHUE B I/IHTepHeTe BO MHOI'OM HAIIOMHWHACT
npeObiBaHNe B O0OIIECTBEHHOM MecTe. OmacHOCTH, MOJCTEperamie MOoIb30BaTeNsl, CXOXKH C
PHMCKOM, BO3HHUKAIOIIAM IPY OOIICHUH C YyXKUMHU JIIOAbMU. EC/IM AeTH JIMYHO He 3HAIT YesioBeKa, ¢
KOTOPbIM OOIIAITCS B CETH, 3TO PABHOCWIILHO OOIICHUIO C HE3HAKOMIIEM B PEaJIbHOM JKM3HU, YTO
3arperieHo.

- OyapTe Bcerjga OCBEJOMIIEHBI O TOM, YeM 3aHuMatotcsi Bamm netn B MHTepHete. [Tompocute nx
HayuuTh Bac 1mosib30BaThCs pa3MYHbBIMU NPUIIOKEHUSMHU, KOTOPpIMUA Bbl HE MOJB30BAIMCh paHee.
[Mocemaiite MHTepHer BMecte ¢ netbMu. [loommpsiite neTei pacckasbiBaTh Bam 00 ycrexax u
HeyJayax B MPOLIECCE OCBOCHUSI CETH.

- IOMOTHTE JIETSIM MOHATH, YTO HE ciefyeT pa3MelaTth B IHTepHeTe nuHyio nHpopMmaluio o cede u
CBOEH ceMbe: MOJIHbIE AHKETHBIE JIJaHHBIE (CBOM JIMOO CBOMX HECOBEPIIEHHOJETHUX JIpy3eil), HOMEep
MOOWJILHOTO TesiehOHa, IOMAITHUH aJIpec, HOMEP IIKOJIbl, MECTO pabOThl POJUTENIEH, TI0O0YI0 APYTYIO
JMYHYI0 MH(POPMAIINIO, a TAKXKe IeMOHCTpUpoBath otorpaduu (cBon u cembr). OOBSICHUTE, YTO
OO0 YeJIOBEK MOKET 3TO YBUETh U UCIOJIb30BaTh B CBOMX IIENSX, 324acTyi0 IPOTHBOIPABHBIX U
aMOpPAJIbHBIX.

- ecim Bamn peGeHOK mosyvaeT criaM (HeKeJaTeIbHYI0 JIEKTPOHHYIO TMOYTY), OObSCHHUTE, UTO HE
HY’)KHO BEPUTb HAIMCAHHOMY B TaKMX MUCbMax U HU B KOEM Cllyyae He ClIeyeT OTBeyaTh Ha HUX.

- peOeHOK NOJKEH 3HaTh, YTO HENb3sl OTKPBIBATH (pailiibl, MPUCIaHHbIE HE3HAKOMBIMU JOAbMH,
MOCKOJIbKY OHM MOTYT COJepXkaTb BUPYCh WM (POTO-, BUAEOMATEPUAIbl HEMPUCTOMHOIO WU
arpeccuBHOro conepxanus. [aiite moHsATh peOeHKy, YTO HEKOTOpble oau B VHTepHeTe MOryT
TOBOPHTH HETpaB/ly ¥ ObITh HE TEMH, 32 KOro ceOs1 BhigaoT. Hayunre peGeHKa MpoBepsiTh Bce TO, UTO
OH BUJUT U uuTaeT B IHTepHeTe.

Pacckaxure pedeHky, uto B IHTepHETE BCTpEUaloTCs U «XOPOILHe», U «IUIoXue» Jioau. OObsIcHUTE,
MoYeMy He CTOWT JI00aBJISATh «B JPy3bsi» HE3HAKOMBIX JIIOAEH — OHU MOTYT OBITh HE TEMH, 32 KOTO
ceOs BbiaoT. [Ipenynpenure pedeHKa, 4YTOObl OH HM B KOEM CIIy4ae He COIJIAINAJICS Ha BCTPEUH C
VHTepHeT-He3HaKOMIIAMU B peaJIbHOM KM3HM, IPEXk/Je YeM He IMOCTaBUT B M3BECTHOCTh Bac mium
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OMM3KUX poacTBeHHUKOB. [locoBeTyiiTe emy oOmarbesi B IHTEpHETE TONBKO ¢ TEMH, C KEM OH JIMYHO
3HAKOM.

- IpeIoCTeperuTe OT CKAYMBaHUsI TUIATHON MH(OpMAaIMK, 0coOeHHO yepe3 sms. OObsCHUTE, ToYeMy
HE CTOUT 0OpaIaTh BHUMaHUS Ha sIpKue OaHHEPBI C COOOIIEHUSIMU O BBIUTPBIIIAX WM TPH3ax.

- IOCTOSTHHO OOITIalTeCh CO CBOMMU JIEThbMH, PACCKA3bIBANTE U COBETYITE, KaK MPAaBUIILHO MOCTYIATh
Y pearrpoBaTh Ha JEUCTBUS Jpyrux mojeil B IHTepHeTe.

- HayudTe JAeTell NpaBUJIbHO pearupoBarh, €CIM HUX KTO-TO OOuAeNn B CeTH, WIM OHHU
TMOJTYYMJIM/HATOJIKHYJIMCh Ha arpecCHBHBI KOHTEHT, a TaKXke JoOyl aMopaibHyl0 WH(pOPMAIIHUIO.
Pacckaxure, Ky/ia B OJJOOHOM CJTydae OHU MOTYT OOpaTUThCHL.

- ybeauTech, UTO Ha KOMIIbIOTEpPE, KOTOPBIM MOJIb3YI0TCS Balm feTu, ycTaHOBJEHbl U NIPABUIIBHO
HACTPOEHBI Cpe/icTBa (PUIIbTPALIUU.

POIII/ITCJILCKI/H';I KOHTPOJIb — 39TO OrpaHUYCHUEC OOCTYIIa neTeﬁ N IIOAPOCTKOB K HEXKEJIATCJIbHBIM
calitaM B I/IHTCpHCTC. POJII/ITCJ'IBCKI/Iﬁ KOHTPOJIb MOXKET HE TOJIbLKO 6J'IOKI/IpOB8.Tb HOCTYII K TaKUM
CaﬁTaM, HO W OrpaHUYMBaTh UCIIOJIB30BAHHC I/IHTepHeTa M0 BpEMCHH CYTOK, OHAM HCIACIU WU
IJIMTEJIBHOCTHU CE€aHCA. CYH_ICCTByCT MHOZKECTBO IIPOrpaMm 1 CI)I/IJ'IBTpOB, Cpean HUX:

Anrtuupyc Kacrnepckoro ¢ BO3MOKHOCTAMH — pOAUTENIbcKOro Kourtpons — «Kaspersky Internet
Security»,

nporpamma-puibTp «NetPolice»,
nporpamma-puibTp «MuatepHer Llenzop»,
(penepanbHas nporpamma Ie€TCKOro uHTepHeTa «l'oryb».

- IpUYYUTE JAETeW, YTO OHM JIOJLKHBI TTOCEIaTh TOJILKO T€ CAlThl, KOTOpbie Bbl pa3pemmiu, To
€CTb CO3JIaliTe AJIs1 HUX TaK Ha3bIBAeMblil «OeJblii» CITIUCOK CAalTOB B IHTEpHETE ¢ OMOIIIBIO CPEACTB
POIUTETBCKOTO KOHTPOJIS.

- HayydTe Bamero peOeHKa yBaXEHWI0O M  JTHKETy B  MpoOIecce  IOJb30BaHUS
Wureprerom. Ilonpocurte pedGeHka He MPOBOIMPOBATh KOH(MIMKTHBIE CUTYallMd U OTHOCUTBHCS K
APYTUM TIOJIb30BATENSIM TaK K€, KaK OH XOTeJ Obl, 4YTOObI OTHOCHIIUCH K HeMy camomy. OObsicHUTE,
YTO HU IPU KaKUX OOCTOATENIbCTBAX HE CTOMT pa3MellaTh MPOBOKALMOHHBIA MaTepual U He
pacnpocTpaHsATh MO Ybel-IMO0 TpockOe HMH(POPMAIMOHHBIE W arpecCMBHO-HACTPOSHHBIS
coobmenus. Magpopmanmsi, BoutokeHHas1 B IHTepHET, OCTyIHa BCeM U MOXET ObITh MCIIOJIb30BaHA
B JTIOOBIX, B TOM YHCJIE, MOIIEHHUYECKUX I1eJIsIX.
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[TpaBwiia Ge30macHOro UHTEpHeTA JIJIS IeTeH

- HUKOMY UM HUKOIJa He pasriamai cBou naponud. OHM — TBOU riaBHbIM cekpet. [Ipugymail cBoi
YHUKQJIbHbIA Napojb, O KOTOPOM HHUKTO HE CMOXeT Jorajatbcsa. He 3amuceiBail maposu Ha
OyMaxKax, He XpaHH{ UX B OTKPHITOM JiocTyne. He oTnpas:istii cBou maposu Mo 3JeKTPOHHOM MOYTe.

- IPY PErucTpalvy Ha caliTax ¥ B COUMAJIBHBIX CETSX CTapaicsl He yKa3blBaTh JIMYHYI0 MH(POPMALIHIO
(cBOM (haMMIIMIIO, UMSI OTYECTBO, HOMED TesleOHa, aipec MecTa KUTEIbCTBA, IKOJIbI, MECTO PadOTHI
poauTeNel ¥ JPyroe) — OHA MOKET ObITh JOCTYITHA BCEM, JaKe TeM, KOTO Thl HE 3HAETIIb!

- omMHH, 4TO poTorpadus, pazmenieHHas B IntepHere nocrymnHa ajist mpocMoTtpa Bcem. Crapaiics
He pa3menarh (hoTo, Ha KOTOPIX N300paXkeHa TBOSI CEMbsI, IIIKOJIA, JIOM U JIpyrue JINYHbIE JaHHBIC.

- HE BCTpC‘I&fICH C TEMHU, C KEM Thl 3HAKOMUIILCA JIUIIb B I/IHTCpHCTC.

- IIOMHH, YTO MHOT'HEC JIIOAU PACCKA3bIBAIOT O cebe B I/IHTCpHCTC HEIIpaBay, B TOM YUCJIE CBECACHUA O
BO3pacTe u MOJIOBOM IMPUHAIJICKHOCTH.

-B I/IHTepHeTe U COMAJIbHBIX CETSX CTapafICH 06H13TLCH TOJIBKO C TEMH, C KEM ThI JIMYHO 3HAKOM.
HOHyMaIL/'I nu HOCOBeTyﬁCH C pOAUTEIIAMU, NPEKIC YEM HO6aBI/ITB HE3HAKOMOIO YeJIOBeKa K ceOe B
CIIMICOK «JIpy3ei».

- HE WCHOJBb3yH BeO-KaMepy IMpu OOINEHWH C HE3HAKOMBIMH JIIOAbMH, MOMHU O HEOOXOIUMOCTH
COXPaHSATH TUCTAHIUIO C HE3HAKOMIIAMH.

- yBaxall cobecennukoB B MHrepHete. Hukorga u HM mpu Kakux OOCTOSITENbCTBAX HE yrpoxkain
APYTUM, He pa3Melai arpecCUBHBIN M TPOBOKAIIMOHHBIN MaTepuall. Byns npyxemobdeH. He rpyom.

- He BCTylnall B HE3HAKOMBble COOOIIeCTBA W HE PaCHpOCTPaHSIH IO Yel-TmOo Mpockde
UH(pOPMAIMOHHbIE, TPOBOKAIIMOHHbIE M arpeCCUBHO-HACTPOCHHbBIE MAaTEPHAJIbl M COOOIIIEHHS.

- HE BCE, YTO Thl MOXKEIIb IIPOYECTh WM YBUIETh B MUHTEPHETE — NipaBja. He sieHuch u nepenposepsit
MH(POPMALIMIO B APYTUX MOMCKOBBIX CUCTEMAaX UM CIIPOCU Y POAUTENIEH.

- TOMHH, YTO CYIIECTBYIOT CaWThl, HETIpeJHAa3HAYEHHbIE [JIs JIeTed, He 3aXOJu Ha CAMThl <«
TeX, KTO crapiie 18 yieT», Ha HepUIMYHbIE M arpeCCUBHO HACTPOCHHBIE CaldThl. Ecin ThI momas Ha
TaKOM CaMT MO CChUTKE, 3aKPOU CBOM Opay3ep, UCIOJb3ys KiIaBumy “ctrl+alt+delete”.

- PacCKaku BCE, YTO Thl YBUJIEJ, BBLyUWJI WJIM y3HAJI HOBOTO B3pOCIOMy. JI0BEpsii CBOMM POAUTENISM,
MIOCKOJIBKY TOJIbKO OHM CMOT'YT IIOMOYb B TPYAHOW CUTYalUH.
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- HUKOI'JJa He YKa3bIBail CBOM HOMep TeJie(poHa UM JIEKTPOHHBIN aJipec, He OTIIPABIJISIH C HETO CMC-
cooOI1eHns] Ha He3HakoMble HoMepa B MIHTepHeTe. Eciu Tebe npuiuio cooOieHue ¢ He3HaKOMOTro
azipeca, ero Jiy4uie He OTKPBIBATh.

- ecnu TeOe MOKa3aloch, YTO TBOW [JpPy3bsl OTHPABISIOT Tede «CTPaHHYI» HHMOpMALUIO WIH
[IPOrpaMMBbl, IEPECTIPOCH Y HUX, OTIIPABJISIIM JIM OHU TeOe Kakue-110o ¢aitibl. IHOrja MOILIEHHUKU
MOTYT I€ICTBOBaTh OT UMEHU UYKHUX JIOAEH, B TOM YKCIIE TBOUX APY3€il U POACTBEHHUKOB.

- €CJIM Thl XOYellb KynuTh B VIHTepHETEe KaKyo-1100 yCIyry Wind urpy, oopatuch K B3pociomy. OH
MOZICKaXeT Tede, Kak n30exkaTb MOIICHHIYECTBA.

- He 3arpyxaii (paiyibl, mporpaMMbl MJIM MY3bIKY O€3 COryiacusi B3pOCJIbIX — OHM MOTYT COZEpKaTh
BUPYCHI U IPUYUHAT BpeJl KOMITBIOTEDY.

Uro nenatp, eciii peOEHOK BCE ke CTOJKHYJICS ¢ KAKUMH-TTHOO PUCKAMH

Y cTaHOBUTE TIOJIOKUTEILHBIN SMOIIMOHATIBHBI KOHTAKT C peOSHKOM, PACTIOIOKHUTE €ro K Pa3sroBopy
O TOM, YTO CIIyYWJIOCh. PacckakuTte, 4TO Bbl OOECIIOKOEHBI TEM, UYTO C HUM MPOUCXOAUT. PebeHok
JOJDKEH BaM JIOBEPATh W 3HATh, YTO BBl XOTHUTE Pa300paThCcsl B CUTyallMd W MOMOYb €My, a He
HAaKa3aTh.

HOCTapaﬁTCCb BHUMATEJIbHO BBICIIYIIIATh PACCKa3 pe6eHI<a O Mpousomeaumem, YTOOBI TOHSATH
HACKOJIBKO CEPLE3HO CIIYUMBUICECSA MOIJIO ITOBJIMATL HAa HETO.

Ecmu pebeHOK paccTpoeH 4YeM-TO YBHAEHHBIM (Harmpumep, KTO-TO B3JIOMal ero npoduib B
COLMAJIbHOW CETH) WM NONajl B HENpHUATHYI CUTyalMio (MOTpaTWil Ballld WIA CBOM JAEHBIM B
pe3yJibTaTe MHTEPHET-MOIIEHHUYECTBA U IIpOYee) — MOCTapaiTeCh €ro yCIoKouTb. Bmecre ¢ HUM
pazOepuTech B CHTyallMd: YTO TPUBEJIO K JAHHOMY pe3yJbTaTy, KaKue HEBepHbIe JeiCTBUs
COBEpIIMI caM PeOEHOK, a Ijie Bbl HE paccKa3ajd eMy O NpaBwiax Oe3omacHocTH B VIHTepHere.
[TpoBeauTe «padboOTy HajA OMIMOKAMU» U OOBSICHUTE PeOEHKY, KaK 00€30MacuTh ce0s1 OT HEraTUBHBIX
(paxTopoB NHTEpHeTa.

Ecmu cutyanus cBsizaHa ¢ HacwiveM B VIHTepHeTe MO OTHOIIEHWIO K PeOeHKY, TO HeoOXOAMMO
BBISICHUTh MH(oOpMaLMi0o 00 arpeccope, BbISICHUTh HCTOPHIO B3aMMOOTHOLIEHWII peOeHKa u
arpeccopa, BbISICHUTB CYIIECTBYET JIM JOTOBOPEHHOCTh O BCTpeUe B PeabHOM KU3HU; y3HATH ObLIH
JI TaKWe BCTPEYM M YTO U3BECTHO arpeccopy o pedeHke (peajbHoe UMs, (paMuius, ajapec, TenedoH,
HOMED IIKOJIBI U TOMY NMOAOOHOE), KECTKO HACTaMBalTe Ha M30EraHNM BCTPEY C HE3HAKOMIIAMH,
0co0eHHO 0e3 cBU/IeTeIel, POBEPbTE BCE HOBbIE KOHTAKTHl peOeHKa 3a MOC/IeAHEee BpeMsl.

CobGepure HamOosiee MOJTHYI0 MH(POPMAIMIO O MPOUCIIECTBUM KaK CO CJIOB peOEHKa, Tak M C
MIOMOIIBI0 TEXHUYECKUX CPEJCTB: 3ai/INTe HA CTPAHMUIIBI CaiTa, rae ObLT Ball peOeHOK, TOCMOTPHUTE
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CIIMCOK €ro Apy3eH, mpouytute cooOmieHus. [Ipn HeoOXOIUMOCTH CKOIUPYWUTE U COXPAHUTE ITY
uH(pOpMALIMI0O — B JAJbHEHIIeM 3TO MOXET BaM IPUrOAWTbCA (Hampumep, Jisi oOpalleHusi B
IIPAaBOOX PAHUTEJIbHbBIE OPTaHbl).

Eciu Bbl He yBepeHbl B OLIEHKE CEPbe3HOCTH INPOM3OIIEAIIEr0 C BallUM pPeOSHKOM, WM OH
HEJIOCTAaTOYHO OTKPOBEHEH (HE T'OTOB MITH HAa KOHTAKT), WX Bbl HE 3HAETE KaK NOCTYIUTh B JaHHOU
CHUTyaI1 — 0OpaTUTECh K CrieruanucTaM (TenedoH 1oBepusi, ropsiuast JMHUS U apyroe). Bam paayt
PEKOMEH/IallMK O TOM, Ky/Ja ¥ B Kakoi hopMe 0OpaTUThCs, eClii TpeOyeTcsi BMEIaTeNIbCTBO JIPYTHX
CITyK0 ¥ OpraHU3alvii, B TOM YHCJIe IPABOOX PAHUTEILHBIX OPraHOB.

04 Aszycma 2016

Aodpec cmpanuypi: http://oren.sledcom.ru/news/item/1058762
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